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! Mobile Ad Hoc Networks

2 Selfish

3 Reactive

4 Proactive

5 Table Driven - Proactive

6 Demand Driven - Reactive

7 Hybrid

8 Link - State

° Distance - Vector

10 Perjodic

11 Route Request (RREQ)

12 Route Reply (RREP)

13 Ad hoc On-demand Distance Vector (AODV)

14 Destination-Sequenced Distance Vector (DSDV)

15 Dynamic Source Routing (DSR)

16 Nash Equilibrium

17 Reputation Based Schema

18 Credit Based Schema

19 Game Theory Based Schema

20 Utility

21 Nash

22 Framework

23 Artificial Immune System (AIS)

24 Detection and Mitigating Selfish behavior (DMS)
25 High Weight Function (HWF)

26 Separation of Detection Authority (SDA)

27 Selfish Node Removal using Reputation Model (SNRRM)
28 Game-based Reputation and Trust Scheme (GRTS)
29 Neighbor Credit Value (NCV)

30 improved NCV (iNCV)

31 Weight-based Secure approach for Identifying Selfishness Behavior
32 Record-and Trust-Based Detection

33 Packet Forwarding

34 Game Theory-based Real-time & Fault-tolerant (GTRF)
35 Energy Efficient Topology Control Algorithm (EETCA)
36 Replication Dilemma Game (RDG)

37 Least Total Cost Factor (LTCF)

38 Hierarchical Game Theory (HGT)

39 Least Total Cost Factor (LTCF)

40 Slaved mode

41 Resource exhausting

42 Weight Function (WF)

43 Total Weight Function (TWF)

44 Route Error (RERR)

45 Packet Forwarding Ratio (PFR)

46 Exponentially Weighted Moving Average (EWMA)
47 Trust

48 Isolate

49 Constant Bit Rate (CBR)
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Abstract

One of the problems in the mobile ad hoc network is identifying selfish nodes and preventing their
selfish behavior. In this paper, a new algorithm called DMS is proposed that can effectively detect
selfish nodes and transfer the packet only through the path with the highest weight function from
the source node to the destination node. In DMS, the selfish behavior of nodes is detected in the first
phase by combining packet receiving and sending rate and modified adaptive threshold algorithms.
In the second phase, selfish behavior is prevented by using repeated games theory. The simulation
results show the performance improvement of the proposed method compared to other methods in
packet delivery ratio, end-to-end delay, packet loss ratio, and throughput. The packet delivery ratio
in the DMS method has increased by 49.82%, 39.98%, 71.43%, 24%, and 11.57% compared to
WSISB, LTCF, RDG, HGT, and CRG, respectively. This improvement in throughput compared to
WSISB, LTCF, RDG, HGT, and CRG is 37.74%, 39.95%, 48.40%, 21.65%, and 10.89% respectively.
DMS also reduces end-to-end delay and packet loss ratio compared to other methods.

Keywords: Game Theory; Selfish Node; Selfish Behavior; Mobile Ad Hoc Network; Repeated Games
Theory.



