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Abstract

Despite using automatic failure recovery mechanisms, human error in service and maintenance of
datacenters is inevitable. Human error in disk subsystem is one of the most common causes of data
unavailability and data loss, due to the large population of disk drives in datacenters. In this paper,
we investigate the impact of wrong disk replacement on data unavailability and data loss in storage
systems. To this end, we first analyze the consequences of wrong disk replacement in the disk array.
Afterwards, we conduct Monte-Carlo simulations to evaluate data unavailability and data loss. In this
framework A) different array configurations are investigated, and B) a new metric for data
unavailability of storage systems is proposed. This new metric is independent of storage size and can
project the extent of data unavailability.

Keywords: Data Storage System; Availability; Reliability; Human Error; Disk Array; Erasure Codes; Error
Detection and Correction Codes; Statistical Fault Injection; Monte-Carlo Simulation



