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X86-64 GNU/ Linux Jolepncns
Intel ® Core ™ i7-7700k CPU @4.20 GHz CPU™Y
GeForce GTX 1080 Ti GPU GPU™A

48 GB RAM GPU

GD, 71 =105 SAE_Time(s)=Y-Y,Y¥
csic

Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM  Isg68 |73.86 |62.7 [36.89 |67.82 |22.65 |13
EIF 69.86 |71.61 |75.9 |67.34 |73.69 |02 1.02
Elliptic ]399 |70.09 |69.21 |55.22 |69.65 |427  |0.005
KDE 64.56 |70.14 |69.86 |56.53 |70 834.21 |147.94
SAE-RE 6777 |77.08 |70.83 |54.41 |73.82 |2.34 16.88

S8 50 1055 Al ol pad a4y AT ST adiws lo Juw b5l F g
CSIC 50ls gl p s 2alS (g5ludigy 5 slaY hudas &5 L glazay

GD, 7 = Nadapt—tayerr SAE_Time(s)=F3A,2A
esIc Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM 5719 |70.18 |62.12 |3855 [6591 [27.6  [13.01
EIF 69.6 6695 |7833 |7339 |72.19 |02 1
Elliptic }6426 |69.93 [69.59 [56.11 |69.76 [3.66  |0.005
KDE 63.7 169.94 |68.93 |54.73 |69.43 |833.67 |148.37
SAERE 7155 |72.67 |77.65 |69.96 |75.08 |1.66  |16.95

38 50,095 a5 ol o 4 4T G aaiws o Jae b3, 0 Jea
CSIC oBsls sl RMSProp (s3ludicgs 3 107° ol 5 b (slaniy

RMSProp, n = 1075, SAE_Time(s)=YOA,Yd
esie Acc DR PR Spec |F1 TT(s) |DT(s)
OCSVM 15924 [70.02 |64.14 |43.76 |66.95 |26.48 |12.93
EIF 6845 |71.24 |74.21 |64.44 [72.69 |0.2 1
Elliptic 16433 |70.04 |69.64 |56.13 |69.84 |5.23  |0.005
KDE 63.37 |70 68.53 |53.84 |69.26 |894.43 [149.23
SAERE J67.83 |77.09 |70.89 |5453 |73.86 |1.69  |16.98

S8 50,095 A ol o dy A ST dpaws o Jow byl P Jgus
CSIC ) 8ols sl RMSProp (sjludigs 9 sl ghodai &5 b glasy

RMSProp, 1 = Nggapt—iayer» SAE_Time(s)=Va#,\¥
esie Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM 4618 |39.28 |56.23 |56.09 |46.25 |14 12.93
EIF 71.62 |823 7299 [56.27 [77.37 [019  |0.99
Elliptic |y null null null null null null
KDE 67.25 |70.03 |73.24 (6326 |71.6  [879.74 |149.3
SAE-RE 13409 |33.16 [4245 [3542 |37.24 |1.71 16.91
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S8 50 1065 A ol yad 4y AldIST ST asatws o Jae SU3,I Y Jous
CSIC (5ols sl AMSGrad (s3luaings s 107 ool 555 b (glansy

WA 0 oyl VA aloms ol pigesals poml ool a5 ledllol (5 5l 5 2l psle

S8 50 055 aSh ol jon 4y AT ST aaiws sla Jow b)Y Jeux
CSIC 5sls g1y RMSProp (s3lwargs g RMSProp jlaly 75 b (glaisy

csic AMSGrad, 7 = 10% SAE_Time(s)=4¢f,A ol RMSProp, 1 = Ngmsprop, SAE_Time(s)=AY¥ Y
Acc DR PR Spec |F1 TT(s) DT(s) Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM 612 |100 |612 |0 75.93 |18.15  |8.69 OCSVM  |55.63 |68.97 |60.93 |36.48 |64.7 [24.72 [12.92
EIF 73.68 [100 |73.68 |0 84.84 |0.19 1.02 EIF 73.73 8241 [75.34 |61.26 |78.71 [0.19 0.99
Elliptic 6523 |100 |65.23 |0 78.95 |4.24 0 Elliptic 16415 [69.99 |69.44 |55.76 |69.72 |4.01 0.005
KDE 64.55 |69.9 |69.95 |56.86 |69.92 [1088.34 [149.54 KDE 70.09 |70 77.15 [70.23 |73.4 |975.84 |147.28
SAE-RE [null  [null |null |null |null |null null SAE-RE 396 |38.46 |48.45 |41.23 |42.88 |1.69 16.91

S8 50 1065 A o yas 4y AldIST ST aaiws e Jae SU3,I Y Jgus
CSIC 5ols sl AMSGrad (sjlwaie 3 1075 culs &5 b (laiis

S35 50 1055 a8 ol pad dy AdIST ST asgaiws sla Joe obyl A Jgoe

AMSGrad, 71 =1075 SAE Time(s)=37¥,3¢

CSsIC
Acc DR PR Spec |F1 TT(s) DT(s)

Adam, 7 =10"% SAE_Time(s)=Y$7.24

CSIC
Acc DR PR Spec F1 TT(s) DT(s)

OCSVM 528 6533 |59 34.81 |62 22.89 [12.99

OCSVM  |5656 |69.98 |61.58 |37.29 |65.51 |25.69 |13.03

EIF 68.81 |72.47 |74.07 |63.55 [73.26 [0.2 1.04 EIF 67.82 |70.16 [73.93 |64.47 |72 0.2 1

Ellipic |null |null  |null  |null  |null  |null null Elliptic  163.99 |70.03 |69.25 |55.33 |69.63 |4.83 0.005
KDE 6448 |70.08 |69.79 |56.44 |69.93 [1099.9 |149.12 KDE 62.98 |70.07 |68.07 [52.79 [69.05 |902.11 |149.4
SAE-RE |67.63 [7591 [71.12 |55.74 [73.44 |174  |17.05 SAE-RE 72,02 |74.75 |77.09 |68.09 |759 [1.9 16.88

S8 50 1095 4l o pad 4y AldIST ST anaiws o Jow SU3,I N E g
CSIC o5ols sl AMSGrad (g5luaigs 5 sy ik &, b slasy

S8 50 1055 aSih ol jor a4y AT ST apaiws slo Jow b, Jeu
CSIC ;,Bals sl Adam (s3luaigs s 1075 ol &5 b (glaiiy

AMSGrad, 7 = Nggapr—tayer» SAE_Time(s)=47¥,Y-
CSIC

Acc DR PR Spec |F1 TT(s) |DT(s)

Adam, 7 =10"5, SAE_Time(s)=Y58.93
CsIC

Acc DR PR Spec | F1 TT(s) DT(s)

OCSVM 569 |69.8 |61.93 [38.37 [65.63 [26.42 |13

OCSVM 5519 |70.04 |60.33 |33.86 |64.83 2633 |12.98

EIF 69.37 |67.89 |77.38 |71.49 [72.32 |0.19 1.02 EIF 70.83 |64.85 |81.9 [79.42 |72.39 |02 1.02
Elliptic |g4.15 [69.97 [69.45 [55.79 |69.71 |3.86 0.005 Elliptic  163.99 [70.03 |69.24 [5532 |69.63 |3.4 0.006
KDE 64.76 |70.04 |70.15 |57.19 [70.09 |1095.5 |143.81 KDE 6412 [69.98 |69.4 |55.69 |69.69 |893.03 |148.47

SAE-RE |g78 [77.12 [70.84 |54.41 |73.85 |1.76 16.89

SAE-RE 6795 |76.53 |71.24 |55.62 [73.79 |2.58 16.94

S8 50,095 aSCl ol pad dy AT ST apatws o Jow b3l V0 Jgo
CSIC 5ols sl AMSGrad (sjlwaigs s Adam Jlaub &5 b glacy

NS o y395 A ol yod A S5 wnatos sla oo (b)) ¢ Jou
CSIC 53l sl Adam (s3luaige 5 sl herlss 53 b slay

AMSGrad, 1 = N4qam, SAE_Time(s)=)-¥V,AY
CSIC

Acc DR PR Spec |F1 TT(s) DT(s)

Adam, 71 = Ngaapt—tayer» SAE_Time(s)=VF+,AY
Acc DR PR Spec |F1 TT(s) |DT(s)

CSIC

OCSVM 5666 |69.87 |61.69 [37.68 |65.52 |25.82 [12.96

OCSVM 5691 |69.84 |61.93 [38.34 [65.65 |26.18 |12.99

EIF 72.6  |66.53 |83.65 |81.32 |74.11 |0.19 1.03
Elliptic  |64.23 |69.99 |69.54 |55.96 |69.76 |4.66 0.005
KDE 6429 [69.93 |69.63 |56.19 |69.78 |1178.9 |143.26

SAE-RE |g787 |[77.04 |70.95 |54.69 |73.87 |1.75 16.95

EIF 68.67 |65.33 |77.96 |73.48 [71.09 |0.2 0.98
Elliptic 6422 |70.04 |69.51 |55.87 [69.77 |4.62 0.005
KDE 63.84 [69.97 |69.08 |55.02 |69.53 |895.26 |148.55

SAE-RE 7507 |86.46 |75.05 |58.71 |80.35 |1.69 16.89

I35 50,095 AU ol o 4y adlS ST suaiws slaJow 2LV P Jgas
ECML (5ol gy s (205 (g5lutine 5 slY (e 255 b slaiy

NS 50,095 AL ol o db AT ST aspaiws sla Jow bl VY Jgos
CSIC ,Bols gl Adam gjluaigs g Adam jlaul &5 b (glaiy

GD, 1 = Nggapt—tayer» SAE_Time(s)=110,2Y Adam, 7 =Naqqm, SAE_Time(s)=A¥0,- ¥
ECML CsIC

Acc DR PR Spec |F1 TT(s) |DT(s) Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM 5557 |59.12 |55.04 |52.04 |57.01 |6.97 3.74 OCSVM 5692 |69.97 [61.92 [3818 [657 |26 13
EIF 61.71 18798 15757 |3562 1696 |0.15 05 EIF 67.98 |72.08 [73.2 |621 |[72.63 |0.19 0.97
Elliptic |g5.7 747 16318 |56.77 |68.45 |2.93 0.002 Elliptic [ 64.37 |70.04 |69.68 |56.22 [69.86 |3.07 0.005
KDE 5906 17052 |57.24 |47.69 16319 |157.94 |40.11 KDE 63.31 |69.98 [68.48 |53.74 [69.22 |977.01 |147.59
SAE-RE (7914 |73.78 825 |s446 |779 093 1.04 SAE-RE [74.98 |81.97 |77.06 |64.94 |79.44 |1.7 16.89




Voo ((sole o) ... 5T o)) sy (5 lmial jaid jglateds 138 50,045 emas slbass b 3l [ R B LR | W R VoW FER A P JY TR SO

S8 50 1065 A ol yad 4y AldIST ST asaiws o Jae SU3,1YY Jous S8 50 055 aSh ol jos dy AlDIST ST apazws sla Jaw obyl VY Jeus
ECML ,5ols (sl AMSGrad (s3luaings g Y (imdas &5 b slaniy ECML 5als (sl RMSProp (s3luaige 5 107° ol &5 b glaniy
AMSGrad, 71 = Tgqqapt-tayer» SAE_Time(s)=YV¥,\ RMSProp, n =105 SAE_Time(s)=)10-,Y4
ECML ECML
Acc DR PR Spec |F1 TT(s) |DT(s) Acc DR PR Spec |F1 TT(s) DT(s)
OCSVM 42,8  |71.37 |453 |14.43 |55.42 [7.46 3.56 OCSVM  150.97 |69.88 |50.57 |32.18 |58.68 |7.79 3.55
EIF 5573 |90.34 |53.29 |21.36 |67.03 |0.15 0.5 EIF 55.62 |92.68 |53.13 |18.82 |67.54 |0.16 0.5
Elliptic 16738 |77.88 |64.24 |56.95 [70.4 |2.29 0.002 Elliptic 6228 |77.75 |59.26 |46.93 |67.26 [2.29 0.002
KDE 53.82 |76.16 |52.52 |31.63 |62.17 |315.48 [39.83 KDE 56.19 |75.2 |54.36 [37.3 631 |191.8 |39.19
SAE-RE |7947 |7481 |8237 |84.1 |7841 |1.01 1.04 SAE-RE 7945 |74.82 |82.33 |84.06 |78.39 |0.97 1.05
S 50,555 45 ol o 4y S S5 izitaos (sla e s VY gz S 50,055 S ol pa 43 4SS5 izt (slo Js oyl VA Jsur
ECML ,sls (51, AMSGrad (s;jluaings g Adam b &5 b glacsy ECML (,5sls (sl RMSProp (sjluaing: s RMSProp lasly &5 b slazay
AMSGrad, 7 = Nagqm, SAE_Time(s)=Y)3,AY RMSProp, 1 = Ngmsprop, SAE_Time(s)=VAY,¥-
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Abstract

Nowadays, use of deep neural networks for feature engineering is very popular. Stacked auto-
encoder as one of deep models for neural network with the ability of unsupervised learning is
widely used for feature extraction and anomaly detection. In this paper, based on these two issues,
stacked auto-encoder is used to detect attacks in web applications. The firewall uses one-class
classifiers to detect malicious HTTP requests. Due to the curse of dimensionality caused by
character-based bigram model, related features are extracted using stacked auto-encoders. Also,
one of the challenges of neural networks, especially deep learning, namely learning rate is
addressed in the study. When feature matrix is sparse, the choice of learning rate is crucial.
Therefore, a stable learning rate is also developed. Experiments conducted using stack auto-
encoder and anomaly detection on the two datasets CSIC-2010 and ECML/PKDD-2007. Results
show, in addition to stability, auto-encoders also have noticeable improvement in accuracy for
attack detection in HTTP requests.

Keywords: Auto-encoder neural networks; Deep learning; Optimization; Stability of neural networks;
Anomaly detection; Web application firewall.



