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Abstract

Todays, hybrid systems are widely used in various fields such as autonomous cars, industrial plants,
health control utilities and so on. Due to the critical applications of these systems, the occurrence of
faults in one part of the system can propagate to other parts and cause significant damages. Hybrid
systems consist of two continuous and discrete parts. These parts work together to achieve the
system goal. A fault in either physical or cyber part can disrupt the overall operation of the system.
In this paper, a method for modeling fault propagation for these systems is presented. This modeling
method can be used to inject faults in various parts of the system to identify the critical points of the
system, the component failure behavior and the effect of a fault on other components of the system.
The proposed model helps to reduce the costs of system construction and identifying system
weaknesses. To evaluate the proposed model, it is applied to a critical infrastructure consisting of
three different layers, the results of which are presented in this paper.

Keywords: Modeling, fault propagation, hybrid systems, stochastic activity networks (SANs),
quantitative evaluation.



