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push {r10} @The free valid register is pushed onto the stack
push {r3} @The victim register is pushed onto the stack
L9:

pop {r10} @The safe value of the victim register is popped
@from the stack by the free valid register

Idr Ir, [r10, #4]! @The victim register(r3) is substituted
@with the free valid register (ri10)

cmp Ir,ip

addlt r2, r2, #1

cmp r4, r10 @The victim register is substituted with the
@free valid register

push {r10} @Push the value of the victim register onto the
@stack

bne .L9

pop {r3} @Pop the safe value of the victim register from
@the stack to be used in continuing code blocks that are safe

pop {r10} @Pop the main value of the free valid register
@from the stack
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arm-none-eabi-gcc -S -ffixed-r4 // R4 is isolated in created assembly code
arm-none-eabi-gcc -S -ffixed-r8 // R8 is isolated in created assembly code
arm-none-eabi-gcc -S ffixed-r10// R10 is isolated in created assembly code
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push  {r10} @The free valid register value is pushed

@onto the stack
mov r1o, r3 @The victim register value(r3) is moved to
@the free valid register(r10)
.L9:
Idr Ir, [r10, #4]! @ r3isrenamed to ri0
cmp Ir, ip
addlt  r2,r2, #1
cmp r4, r10 @ r3isrenamed to r10
bne L9
mov r3, r10 @Safe value is returned to r3
pop {r10} @Pop the main value of the free valid

@register from the stack
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Abstract

Integrated circuits are becoming increasingly vulnerable to the malicious activities and alternations
due to the globalization of the semiconductor design and fabrication process. In many Industrial
systems, there is some reported evidences of the system insecurity, but there is no possibility to
change or replace the infected part of the system. In many conditions, there is no safe component to
substitute malicious elements and/or changing the system architecture and also modifying it may
have high level of risk. In this situation, quarantining the Trojan in the system software is a promising
solution to deactivate the Trojan and create a secure software layer over an insecure hardware
platform. In this paper Trojan quarantining in the register bank of a microprocessor, which are the

most common type of Trojan in the microprocessors, will be assessed. The proposed idea has
implemented in the general-purpose processor and is evaluated. According to the experimental
results, the proposed methods can be efficiently utilized with acceptable runtime overhead in order
to increase the microprocessor security.
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