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Abstract

In today's technology, cloud computing has a significant role in expanding applications of the
Internet of Things (IoT). Support of unlimited resources and heterogeneous devices are interesting
features of cloud computing in IoT. By expanding loT applications to virtual reality, augmented
reality and online group gaming, requirements such as latency of response time and network
bandwidth have become increasingly important. The current architecture of cloud computing does
not fully meet these requirements. To overcome such limitations, a new approach, namely edge
computing, has been introduced recently. In edge computing, a layer of devices with storage,
networking and processing capabilities is deployed between the cloud layer and user devices. This
layer performs part or all of the needed data processing before sending it to the cloud. Due to the
proximity of edge nodes to the user, processing in edge layer will reduce transferring and
processing latencies. On the other hand, network traffic will also decrease due to pre-process of
data before transferring to the cloud. Despite the advantages and improvements of edge computing
compared to cloud computing, this approach faces many challenges due to its distributed nature
and factors such as support for mobile users. Some of the aforementioned challenges are
virtualization, resource management, outsourcing, security, privacy, and distribution of processing
nodes. In this study, the edge computing architecture, features, and applications are introduced.
Moreover, security challenges and available solutions in edge computing have been analyzed.

Keywords: Internet of Things, edge computing, fog computing, cloudlet, mobile edge computing, mobile
cloud computing, security and privacy.



