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Algorithm 1: App-Based User Verification Model Building

Input: Dataset shared-records

Output: user’s classification model

1  procedure()

2 input — D=[1, 2, ..., n] Read data from dataset - n is the
number of samples

3 divide the time in one day into 5 periods: morning, noon,
afternoon, evening and night

4  define semantic descriptions for applications in Dataset D
to Categorize them

5  Label all sequences using one-vs-all classification
approach

6 Extract Features - At = 10 minutes

7  Assign character to each app in a sequence based on
category and time of day (According to Table 2) - Append
a Character per minute in a sequence

8  Tokenize and Pad sequences

9  shuffle data and split data into train 60% , validation 20% ,
test 20%

10  build the RNN model using train data and choose
optimized hyperparameters using validation data

11  Predict classes of test data

12 Invalid User < Predict class: lable 0 / valid User «
Predict class: lable 1

13  end procedure
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22 Recurrent Neural Network
23 Tokenizing

24 Zero Padding

25 Embedding Layer

26 Dropout Rate

27 Qverfitting

28 Dense

29 Activation Function

30 Records

31 Experimental Setup

32 Shuffle

33 Rectified Linear Unit

34 Adaptive Moment Estimation (Adam)
35 Loss Function

36 Binary Cross Entropy

37 Epoch

38 Batch Size

39 Equal Error Rate
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1 Application

2 Accuracy

3 Knowledge-based

4 Token-based

5> Biometrics

6 Gait recognition

" Touch Dynamics

8 web browsing patterns
® Keystroke Dynamics

0 Application Usage

11 Classification

12 Support vector machine (SVM)
13 Random forest (RF)

14 Gradient boosting (GB)
15F1-Measure

16 Precision

17 Recall

8 Hand motion

% Hold posture

20 Convolutional Neural Network
21 Sliding Window



